COUNTER
TERRORISM
POLICING

JOB DESCRIPTION

Job Title: ICT Senior Technical Architect
Rank/Band: M
Line Management: Senior Architect — Band S1 or Lead Technical Architect (L)

Secondment/Posting Term: Permanent
Vetting Level Developed Vetting
STRAP Required Yes

Job Summary

This role will support the Senior Architect (aka Chief Technical Architect) to provide Enterprise
design and support expertise for a range of ICT Projects and the overall CTP Architecture

This role is vital to ensure the CTP infrastructure, systems and services are built, designed
and architected to ensure that they are secure and efficient in use.

This role requires a flexible working approach and be self-motivated to help ensure that the
various environments are well architected and documented.

The role holder may be required to travel to sites around the UK as appropriate

Key Tasks
The post holder will be required to do the following:

e Work on the technical design of systems and services, justifying, communicating and
documenting design decisions.

e Regularly collaborate and find agreement with stakeholders, provding direction and
challenge

e Be Proactive in identify problems and translating these into non-technical
descriptions that can be widely understood
e Provide mentoring and coaching to junior colleagues.

Essentials Experience

e Experience and knowledge of the Government Security Classifications levels and an
understanding of the Cabinet Office Security Policy Framework

e Understanding of ITIL and Agile methodologies.
e Experience in writing Design Documentation suitable for accreditation at up to IL5

Counter Terrorism Policing is a collaboration of UK police forces working with
security & intelligence agencies to help keep people safe from terrorism



Experience of working with Accreditor to ensure the design meets the needs of the
security standards being applied for IL5

Lead the communication of complicated, complex architecture topics with technical and
non-technical stakeholders.

Adapt your message and communication technique to your audience
Advocate on behalf of a team (or project) to other stakeholders
Create technical designs that characterised by medium risk, impact and/or complexity

Maintain appropriate quality and architectural coherence of a technical design in
response to change.

Use feedback to optimise and refine technical designs throughout the life cycle.
Use architectural principles, patterns and constraints when appropriate
Support the implementation of a strategy or vision, by creating roadmaps

Track emerging issues, strategies, roadmaps, patterns and technologies over time to
assess opportunities and risks to your work at CTP

Allign your work with the work being done by other architects and technical professional
across CTP

Work Collaboratively in a group, actively networking with others

Identify issues through Agile “health Checks” with the team and help stimulate the right
responses.

Work with others to make architectural design decisions characterised by managed
levels of risk and complexity

Engage with architectural governance and assurance to effectively manage design
decisions and risks with support

Identify and address architectural risk relevant to your team or project.
The role holder must be eligible for DV (STRAP) vetting clearance.

Desirables

Ability to prioritise, execute tasks and achieve results against competing project
demands

Preferred TOGAF qualified
Preferred ITIL V3 or V4 Foundation certified

Competency Values Framework

[The following sections of this document explain each value and competency and show the
behaviours for each]

Operational Effectiveness
Delivers quality outcomes to meet objectives

Uses specialist knowledge and skills to support the delivery of relevant objectives.
Ensures a high quality service, balancing the needs of customers and stakeholders.
Manages a range of tasks, delivering to time and quality. Adapts and responds to
shifting priorities. Deals with challenges and generates solutions.

Manages work through informed and reliable judgement

Uses specialist knowledge and skills to inform decision-making, and minimise risk
where practicable.

Provides guidance and support, seeking it where appropriate.

Promotes continuous improvement proactively by identifying, sharing and applying
lessons learnt.

Organisational Influence

Counter Terrorism Policing is an alliance of UK police forces working with
security & intelligence agencies to protect the public from terrorism



Acts with Professionalism

e Behaves appropriately, taking personal responsibility for own actions and setting a
good example for other colleagues. Actively demonstrates the promotion of equality
and valuing of diversity and helps others to do so. Develops from own experience
and supports the development of others where relevant. Takes account of how own
behaviour affects others. Maintains a current understanding of specialist area.

e Shows initiative, personal resilience and motivation to deliver a quality service.

e Upholds legislation, regulations and policy, acting with integrity and challenging
those who do not.

Develops effective communications and working relationships

e Behaves appropriately, taking personal responsibility for own actions and setting a
good example for other colleagues. Actively demonstrates the promotion of equality
and valuing of diversity and helps others to do so. Develops from own experience
and supports the development of others where relevant. Takes account of how own
behaviour affects others. Maintains a current understanding of specialist area.

e Builds effective relationships with customers, colleagues and stakeholders.

e Communicates effectively and inclusively with customers, senior managers and team
members. Ensures clear, two-way communication through listening and responding
appropriately, learning and sharing information. Upholds organisational reputation.

Resource Management
e Manages own time and relevant resources efficiently and effectively
e Prioritises work and use of resources to meet relevant objectives. Ensures time and
resources are used in a way that best meets customer and the organisation’s needs.
e Uses the organisation’s resources efficiently, ethically and appropriately. Shows
support for efficient working.

Cluster — Resolute, compassionate and committed
e We are emotionally aware

e We take ownership

Cluster — Inclusive, enabling and visionary leadership
e We are collaborative

e We deliver, support and inspire

Cluster — Intelligent, creative and informed policing
e We analyse critically

e We are innovative and open minded

Met Values
e Professionalism
e Integrity
e Courage

e Compassion

Counter Terrorism Policing is an alliance of UK police forces working with
security & intelligence agencies to protect the public from terrorism
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